
TOWN OF CONCORD 

SELECT BOARD 

AGENDA 

FEBRUARY 22, 2021 

4:00 PM 
VIDEO CONFERENCE CALL 

 

Join Zoom Meeting  
https://us02web.zoom.us/j/84092395810?pwd=TnMyWmprWHBla21CczdQM0EvWVVFZz09 

Meeting ID: 840 9239 5810 
Passcode: 865209 

One tap mobile 
+16465588656,,84092395810# US (New York) 

Dial by your location 
877 853 5257 US Toll-free 
888 475 4499 US Toll-free 

Meeting ID: 840 9239 5810 
Find your local number: https://us02web.zoom.us/u/kcwFtQro3l 

 

# Agenda Item 

1. Call to Order 

2. Consent Agenda 
- Town Accountant Warrants – February 18, 2021 
- Minutes to approve: January 4, 2021; January 11, 2021 
- Gift Acceptance: Concord-Carlisle Youth Baseball donation of backstop padding worth 

approximately $2,500.00 for Rideout Field  

3. Town Manager’s Report 

4. Chair’s Remarks 

5. Update on 911 Regional Dispatch Center 

6. FY20 Audit Review 

7. George Washington Dugan Plaque on Concord Civil War Monument 

8. Review of Public-Private Partnership Agreements  

9. Regional Housing Services Office Q2 Report 

10. Review Junction Village Christopher Heights Open Space Task Force Charge 

11. Discussion of Emerson Annex Unit #5 

12. Town Meeting Preparation Working Group 

13. Town Manager Compensation Adjustment  

14. Committee Nominations: Carlene Hempel of 50 Highland Street to the Junction Village Christopher Heights Open 
Space Task Force for a term to expire June 30, 2021. Peter Fischelis of 35 Longfellow Road to the Middle School 
Building Committee for a term to expire at the completion of the project 

15. Committee Liaison Reports 

16. Miscellaneous Correspondence 

17. Public Comments 
 

 

 

  

18. Adjourn  

 

https://us02web.zoom.us/j/84092395810?pwd=TnMyWmprWHBla21CczdQM0EvWVVFZz09
https://us02web.zoom.us/u/kcwFtQro3l














Town of Concord 
Select Board 

January 11, 2021 
Minutes 

 

 
Pursuant to notice duly filed with the Town Clerk, the Concord Select Board convened in a 
meeting via video conference call on January 11, 2021 at 4:00pm. 
 
Present were Linda Escobedo, Chair; Susan Bates, Clerk; Terri Ackerman, Jane Hotchkiss, 
and Matthew Johnson. Also present was Stephen Crane, Town Manager. 
 

 
Call to Order 

 
Select Board Chair Linda Escobedo called the meeting to order at 4:00pm. 
 

Roll	call	vote 
 Ms. Escobedo: Present 
 Ms. Ackerman: Present 
 Ms. Bates: Present 

Ms. Hotchkiss: Present 
Mr. Johnson: Present 

 
Consent Agenda 

- Minutes to approve: December 14, 2020; December 14, 2020 Executive Session #1 (not 
to be released); December 14, 2020 Executive Session #2 (not to be released) 
- Town Accountant Warrants – January 7, 2021 

 
Upon a motion duly made and seconded, it was UNANIMOUSLY 

VOTED: to approve the consent agenda. 
 

Roll	call	vote 
 Ms. Escobedo: Aye 
 Ms. Ackerman: Aye 
 Ms. Bates: Aye 

Ms. Hotchkiss: Aye 
Mr. Johnson: Aye 

 
 

Town Manager’s Report 
 

Mr. Crane responded to questions that Town staff has received from the community regarding 
the vaccine, noting that the current vaccination clinic at the high school beginning January 14 is 
solely for first responders. Mr. Crane noted Town doesn’t choose the order of when individuals 
are vaccinated, as this is determined by the Massachusetts Department of Public Health.  
 

The 2020 Roads Program has been contracted to Newport Construction Corporation. The work 
will include the reclamation and repaving of Park Lane, Lewis Road, Warner Street, and Bedford 
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Court. Additionally, Partridge Lane has been identified to receive a mill and overlay treatment. 
Construction was originally slated to begin in the fall of 2020, but the Engineering Division has 
postponed the start of construction until the spring of 2021 due to numerous inquiries and 
requests from residents to extend or update their utilities in the Right of Way.  

CPW crews have responded to eight winter weather events to date this winter season. Responses 
have included roadway treatment, snow plowing and snow removal operations. CPW completed 
an overnight snow removal operation in the downtown business areas on December 18, 2020. A 
total of 18.75” of snow has been recorded in Concord this season.  

Acton and Concord have been working on a feasibility study for the creation of a regional 
emergency communications center that would be housed in the Acton Police Department.  

The FY22 Budget Message and Budget Calendar is included in the meeting materials. An initial 
discussion with the Finance Committee is scheduled for Thursday, January 14.  

The legislature did not pass the request for special legislation by the Town to remove the 
requirement to hold an in-person Town Caucus this year. The Town is talking to their 
representatives and staffs about next steps to re-file this legislation. If this is not passed, there 
will be an in-person Town Caucus outdoors.  

 
Chair’s Remarks 

 
Ms. Escobedo read a statement regarding the events that took place on January 6, 2021 at the 
United States Capitol. Ms. Escobedo highlighted the disturbing nature of the day that has added 
to the growing anxiety and stress that many of Concord’s citizens have been dealing with due to 
the COVID-19 Pandemic. Ms. Escobedo asked residents to continue to be sensitive to the 
stressful climate which we are all operating in as the Town tries to productively carry on with 
enabling effective governance and meeting the daily expectations of Concord residents.  
 
Ms. Escobedo noted that the Town Election is March 25. There will be a League of Women 
Voters candidate’s forum on March 7. 

 
Public Hearing: Application for a New On-Premises Section 12 Wine and Malt Beverages 
Annual License by RK Wing Corp, d/b/a Rossini’s Pizzeria and Restaurant located at 206 

Fitchburg Turnpike 
 

Upon a motion duly made and seconded, it was UNANIMOUSLY 
VOTED:	to open the public hearing. 

 
Roll	call	vote 

 Ms. Escobedo: Aye 
 Ms. Ackerman: Aye 
 Ms. Bates: Aye 

Ms. Hotchkiss: Aye 
Mr. Johnson: Aye 
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Rossini’s owner Rafael Klipp Borges and manager Lecilia De Souza attended the meeting. Mr. 
Borges has been the owner of Rossini’s since January 2018. Rossini’s liquor license was not 
renewed for 2020 because their license renewal was incomplete. Rossini’s continued to sell 
alcohol into the beginning days of 2020, which was investigated by the Concord Police. The 
application and the investigation by Concord Police is included in the meeting materials. Mr. 
Borges is now coming before the board to request a new license for 2021.  
 
The Select Board determined that a decision on this matter should be postponed to the February 
1 meeting to allow time for the Town Manager’s Office and Concord Police to meet with 
Rossini’s management to review the state and local regulations and determine if the business can 
develop a plan for compliance and prove to be able to responsibly hold a liquor license. 
 
Tanya Gailus of 62 Prescott Road stated that it would be hard for Rossini’s to prove themselves 
to be responsible with a liquor license without holding a liquor license.  
 
Upon a motion duly made and seconded, it was UNANIMOUSLY 

VOTED:	to close the public hearing. 
 

Roll	call	vote 
 Ms. Escobedo: Aye 
 Ms. Ackerman: Aye 
 Ms. Bates: Aye 

Ms. Hotchkiss: Aye 
Mr. Johnson: Aye 

 
Upon a motion duly made and seconded, it was UNANIMOUSLY 

VOTED:	to continue the public hearing to February 1st.  
 

Roll	call	vote 
 Ms. Escobedo: Aye 
 Ms. Ackerman: Aye 
 Ms. Bates: Aye 

Ms. Hotchkiss: Aye 
Mr. Johnson: Aye 

 
 

Review Innholder License Application by Best Western Hotel LLC, d/b/a Best Western at 
Historic Concord, located at 740 Elm Street 

 
Town staff became aware that Best Western was operating without an innholder license. The 
Town Manager’s Office contacted Best Western’s management and they provided a license they 
received from the Health Department. Best Western stated they were not aware of the need for 
an innholder license due to new ownership. The Town Manager’s Office notified them to submit 
completed paperwork for an innholder license, which they did within a day.  
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No one from Best Western attended the meeting. The Select Board members favored approving 
the license, but agreed that they wanted someone from the business to attend to explain how they 
got into this situation.  
 
Upon a motion duly made and seconded, it was UNANIMOUSLY 

VOTED:	to approve the Innholder License Application by Best Western Hotel LLC, d/b/a 
Best Western at Historic Concord, located at 740 Elm Street with the provision that a 
representative from the hotel appears before the board on February 1, 2021.  

 
Roll	call	vote 

 Ms. Escobedo: Aye 
 Ms. Ackerman: Aye 
 Ms. Bates: Aye 

Ms. Hotchkiss: Aye 
Mr. Johnson: Aye 

 
 

Review CMLP Decarbonization Plan 
 

Dave Wood and Laura Scott of the Concord Municipal Light Plant attended to present their plan 
to decarbonize the Town’s electric supply in order the meet the Town’s climate action goals. 
This plan was included in the meeting materials.  
 

 
Review Residential Tax Exemption – Town Assessor 

 
Town Assessor Lane Partridge and Board of Assessors Chair Tom Matthews attended to present 
what a residential tax exemption would mean for Concord. The presentation was included in the 
meeting materials.  
 
 The residential exemption would redistribute the tax levy among residential property owners, 
with the upper portion of the tax base paying more, and the lower portion would pay less. The 
Board of Assessors voted not to support the implementation of a residential exemption, because 
apartment buildings would not qualify and thus rents could be raised for all the renters in 
Concord.    
 

 
WestMetro Fair Housing Plan 

 

Department of Planning and Land Management Director Marcia Rasmussen brought the 
WestMetro HOME Consortium Fair Housing Plan to the Select Board’s attention to be aware of 
it as a resource for talking about housing, keeping in mind that Concord Housing Production 
Plan will begin this summer. The WestMetro HOME Consortium consists of thirteen member 
communities (the Towns of Bedford, Belmont, Brookline, Concord, Lexington, Natick, 



Town of Concord 
Select Board 

January 11, 2021 
Minutes 

 

Needham, Sudbury, Watertown, and Wayland and the Cities of Framingham, Newton and 
Waltham), and is regulated by U.S. Department of Housing and Urban Development (HUD). 
HUD requires the Consortium to prepare an Analysis of Impediments to Fair Housing Choice 
(AI), a five-year plan that analyzes barriers in access to housing opportunities throughout the 
thirteen communities and identifies priorities and goals to address these issues. The draft FY21-
FY25 plan contains research and information, and also outlines an action plan to increase 
awareness of Fair Housing laws and to identify and remove barriers to Fair Housing Choice. This 
action plan requires priority and commitment from each member community over the 5-year 
plan period.  

 
Town Manager Evaluation 

 
On January 4, the Select Board began the discussion of the Town Manager’s one-year 
evaluation. Ms. Escobedo has distributed a draft of the evaluation to the Select Board. The Select 
Board determined that they would vote to allow Ms. Escobedo to develop a final version of the 
evaluation, submit it to the Town Manager, and have this final version posted publicly shortly 
afterwards.  
 
Upon a motion duly made and seconded, it was UNANIMOUSLY 

VOTED:	to authorize the chair to compile the final version of the Town Manager’s 
evaluation including goals and submit to the Town Manager and shortly thereafter to the 
public. 
 
Roll	call	vote 

 Ms. Escobedo: Aye 
 Ms. Ackerman: Aye 
 Ms. Bates: Aye 

Ms. Hotchkiss: Aye 
Mr. Johnson: Aye 

 
 

Committee Nominations 
 
Kate Yoder of 79 Deer Grass Lane, and Margot Kimball of 21 Winthrop Street to the West 
Concord Cultural District Committee for terms to expire on April 30, 2023. 

 
 

Committee Liaison Reports 
 
Ms. Ackerman reported that there is a vacancy on the Bruce Freeman Rail Trail Committee, and 
on the West Concord Junction Cultural District Committee. The Capital Planning Task Force has 
been working on integrating the comments heard at the public forum in December. The Library 
Corporation will present their sustainability plan on January 12, 2021. The Light Board 
presented their budget presentation at their most recent meeting, where they projected a net profit 
of 4.1% in 2021 after experiencing a net loss in 2019 and 2020.  
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Ms. Bates attended the Cemetery Committee, where they reviewed their goals for this year. The 
Committee also discussed bicycle use and signage. The Concord Business Partnership heard a 
presentation regarding the NMI-Starmet Reuse site. The Grant program administered by the 
Concord Carlisle Community Chest and sponsored by Concord Together received an anonymous 
donation of $50,000 in December. This fund offers grants to Concord businesses. 
 
Ms. Hotchkiss attended the Natural Resources Commission, where they continued several items 
into February, including: the development of a single-family home at Keuka Road, the 
development of a garage on Old Bedford Road, and the Middlesex School application for two 
new turf fields on Lowell Road. The NRC heard applications on Range Road and Upland Road 
as well. The Historic Districts Commission discussed the Concord Museum’s choice of color for 
their mailbox.  
 
Mr. Johnson attended the Community Preservation Committee, where they reviewed additional 
information from applicants for CPC funds. The CPC funds for this cycle are approximately 
$1.7M. The CPC will vote on how to distribute these funds at their next meeting. The Middle 
School Building Committee pushed back the timeline of their feasibility study from the end of 
March to the end of April 2021. The Housing Authority met and approved the PILOT 
Agreement, and have advertised the Executive Director position. The NMI-Starmet Committee is 
working on a revised draft report, and will bring it to the Select Board for review at an upcoming 
meeting.  
 
Ms. Escobedo reported that the most recent stimulus bill approved by the governor includes 
funding for housing choice, as well as guidance for municipal zoning. 
 

Miscellaneous Correspondence 
 

There was no correspondence reported at this meeting.  
 

 
Public Comments 

 
There was no additional public comment at this meeting.  
 

 
Adjourn 

 
Upon a motion duly made and seconded, it was UNANIMOUSLY 

VOTED:	to adjourn.	
 
Roll	call	vote 

 Ms. Escobedo: Aye 
 Ms. Ackerman: Aye 
 Ms. Bates: Aye 
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Ms. Hotchkiss: Aye 
Mr. Johnson: Aye 

	
 

Minuteman	Media	Network	Coverage: 
https://www.youtube.com/watch?v=tOxkNsw5io0&t=391s  
 
Meeting	Documents: https://concordma.gov/DocumentCenter/View/27443/January-11-SB-
Packet  



 
 

TOWN	OF	CONCORD	
Office	of	the	Town	Manager	

Town House 
P.O. Box 535 

Concord, Massachusetts 01742 
 

Stephen Crane, Town Manager 
               

TEL: 978-318-3000
FAX: 978-318-3002

 
 

MEMORANDUM 
 
To: Chair Escobedo and Members of the Board 
 
From: Stephen Crane, Town Manager 
  
Date: February 22, 2021 
 
Re: Town Manager Report 
 
Vaccines 
A successful mini-vaccine clinic was held on February 10 for senior over 75 years of age at the 
Harvey Wheeler Community Center. The second dose for first responders from six communities 
was held Friday and Saturday, February 12 and 13 at the Concord-Carlisle Regional High 
School. Over 400 second doses were administered.  Additionally, the Commonwealth recently 
revised its guidance on vaccine distribution (see attached letter) that has prompted further 
discussion with regional communities to determine interest in submitting a request for vaccine 
doses collectively. 
 
Water System Security 
On 5 February 2021, unidentified cyber actors obtained unauthorized access, to the supervisory 
control and data acquisition (SCADA) system used at a municipal water treatment plant in 
Florida. The unidentified actors accessed the SCADA system’s software and altered treatment 
controls that, if it had not been immediately detected and corrected, could have created a public 
health threat. The cyber actors likely accessed the system by exploiting cyber security 
weaknesses including poor password security, outdated operating systems, and operator reliance 
on an unsecure third party software application for convenient remote access.  
 
Within the past six months, Concord Water, working closely with the Towns’ Information 
Technology Department and a third party SCADA system provider, completed a SCADA system 
upgrade.  This project was planned and designed specifically to increase the reliability of what 
had become an antiquated system, incorporating necessary hardware, software, and operating 
protocols to protect it against such cyber attacks.  Attached is a report from several federal 
agencies with more information. 
 
Police 
Attached are two memos from the Chief regarding a promotion to Sergeant and the appointment 
of a new Chief Ranger at Minuteman National Park. 
 
CPW 
On Wednesday February 10, 2021 the Public Works Commission unanimously moved to adjust 
the curbside subscription rate from $282 to $322 annually for solid waste and recycling 
subscribers, and from $154 to $162 annually for recycling-only subscribers effective April 1, 



2021.  The cost of weekly disposal tags will remain at $1.80 each.  The cost of six month barrel 
stickers will remain at $46.80.  These increases reflect the cost escalation is solid waste hauling 
and disposal in recent years. 
 
DPLM 
Natural Resources Division 
The Land Trust has received confirmation from the Massachusetts 
Dept. of Agricultural Resources that the Emerald Ash Borer is in 
Concord. CLCT Staff found it in the upper Spencer Brook Valley 
last week in approximately 12 trees and Middlesex School reported 
that it is on their campus. Natural Resources staff will be preparing 
a News & Notices announcement to alert the public and request 
reports.  
 
Planning Division 
Based on information from Town staff about discussions at the 
Economic Vitality Committee meeting, the Planning Board is reviewing a draft Zoning Bylaw 
Amendment to waive the parking requirement for seasonal outdoor seating. The Board had 
questions about the potential impact of this bylaw change and is seeking additional information 
from staff and from the business community in order to prepared for Town meeting.  
 
Facilities   
Recently, the Victory electrostatic spray guns that Facilities uses daily for sanitizing and 
disinfecting were being recalled do to battery fire hazard.  Within the following week the 
Facilities team rounded up the twenty batteries that were in circulation determining 13 matched a 
model number being recalled as well as collecting 6 more batteries from the Fire Stations that 
were also compromised.  The batteries have been submitted and approved for replacement. 
Facilities will continue to sanitize and disinfect using a premixed solution in spray bottles. 
 
Using CARES funding, the Town purchased several Aero Clave units that are used for 
disinfection and sanitization of rooms when they are unoccupied.  These units were instrumental 
in responding to the positive COVID case of a Library employee.  The units were also used after 
the vaccination clinic at Harvey Wheeler.  
 
Green Communities 
With the collaboration of the School Facilities Director, Sustainability Director, Energy 
Conservation Coordinator, Energy Specialist, Facilities Operations Coordinator and the Town 
Facilities Director we have come to a unanimous agreement that this year’s Green Communities 
Grant will be used to help fund the HVAC upgrade to the Ripley School pods determining that 
this project will have the greatest energy savings of all the projects in question, furthering the 
Towns efforts to our 0 emissions goal. 
 



 
CHARLES D. BAKER 

Governor 
 

The Commonwealth of Massachusetts 
Executive Office of Health and Human Services 

One Ashburton Place, 11th Floor 
Boston, Massachusetts  02108  

 
            Tel: (617) 573-1600 

          Fax: (617) 573-1891 

          www.mass.gov/eohhs 
KARYN E. POLITO 

Lieutenant Governor 
 

MARYLOU SUDDERS 
Secretary 
 
 

February 17, 2021 

 

 

Dear Local Health Colleague: 

 

I am writing to update you with important information about the state’s effort regarding 

vaccination distribution, where demand vastly exceeds current supply. The Baker-Polito 

Administration is committed to the effective, efficient and equitable administration of vaccines 

throughout the state. According to the CDC, Massachusetts, on February 16, was #9 in the U.S. 

for vaccinations per capita (1st doses/capita). Massachusetts was #1 for total shots administered 

per capita (this past week) amongst the 24 states with at least 5M people, according to 

Bloomberg. As of Monday, more than 251,000 of our residents ages 75 or older have received 

their 1st dose.  This represents 51% of the statewide population, exceeding the national average 

of 47% of residents 75+ that have received their first dose. 

 

First and foremost, I want to acknowledge your incredible efforts throughout the pandemic.  

Local health departments, community health centers, regional collaboratives, hospitals, large 

health systems and others quickly ramped up their capacity to provide vaccinations. Many local 

boards of health stepped up to vaccinate first responders and some continued to vaccinate 

individuals eligible in Phase 1 and those age 75 and older. The Baker-Polito Administration is 

deeply thankful for municipal collaboration in the early, targeted steps of the vaccination effort. 

 

Today, Governor Baker and Lieutenant Governor Polito will announce that effective tomorrow, 

February 18th, individuals age 65 or older, individuals with two or more specific medical 

conditions, listed here, and residents and staff of public and private low income and affordable 

senior housing are eligible to receive this vaccine. With this announcement, 1 million individuals 

will become eligible for the vaccine.  

 

Streamlined Vaccination Distribution 

 

As the Commonwealth moves forward and as a million residents become eligible, the 

Administration must streamline the vaccine distribution process in anticipation of this challenge 

and within the confines of limited vaccine supply provided by the federal government. The 

Commonwealth has been receiving approximately 110,000 new first doses each week.  

 

https://www.mass.gov/info-details/certain-medical-conditions-for-phase-2-groups


   
 

                                 
  
 
   
 

To report suspicious or criminal activity related to information found in this Joint Cybersecurity Advisory, contact 
your local FBI field office at www.fbi.gov/contact-us/field-offices, or the FBI’s 24/7 Cyber Watch (CyWatch) at  
(855) 292-3937 or by e-mail at CyWatch@fbi.gov or your local WMD Coordinator. When available, please include 
the following information regarding the incident: date, time, and location of the incident; type of activity; number 
of people affected; type of equipment used for the activity; the name of the submitting company or organization; 
and a designated point of contact. To request incident response resources or technical assistance related to these 
threats, contact CISA at Central@cisa.gov. 
This product is marked TLP:WHITE. Subject to standard copyright rules, TLP:WHITE information may be 

distributed without restriction.. For more information about TLP, see: https://www.us-cert.gov/tlp. 
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Compromise of U.S. Water Treatment Facility  
SUMMARY 

On February 5, 2021, unidentified cyber actors obtained unauthorized access to the supervisory 

control and data acquisition (SCADA) system at a U.S. drinking water treatment plant. The 

unidentified actors used the SCADA system’s software to increase the amount of sodium hydroxide, 

also known as lye, a caustic chemical, as part of the water treatment process. Water treatment plant 

personnel immediately noticed the change in dosing amounts and corrected the issue before the 

SCADA system’s software detected the manipulation and alarmed due to the unauthorized change. 

As a result, the water treatment process remained unaffected and continued to operate as normal. 

The cyber actors likely accessed the system by exploiting cyber-security weaknesses, including poor 

password security, and an outdated operating system. Early information indicates it is possible that a 

desktop sharing software, such as TeamViewer, may have been used to gain unauthorized access to 

the system. Onsite response to the incident included Pinellas County Sheriff Office (PCSO), U.S. 

Secret Service (USSS), and the Federal Bureau of Investigation (FBI). 

The FBI, the Cybersecurity and Infrastructure Security Agency (CISA), the Environmental Protection 

Agency (EPA), and the Multi-State Information Sharing and Analysis Center (MS-ISAC) have 

observed cyber criminals targeting and exploiting desktop sharing software and computer networks 

running operating systems with end of life status to gain unauthorized access to systems. Desktop 

sharing software, which has multiple legitimate uses—such as enabling telework, remote technical 

support, and file transfers—can also be exploited through malicious actors’ use of social engineering 

tactics and other illicit measures. Windows 7 will become more susceptible to exploitation due to lack 

of security updates and the discovery of new vulnerabilities. Microsoft and other industry 

professionals strongly recommend upgrading computer systems to an actively supported operating 

system. Continuing to use any operating system within an enterprise beyond the end of life status 

may provide cyber criminals access into computer systems. 

http://www.fbi.gov/contact-us/field
mailto:CyWatch@fbi.gov
mailto:Central@cisa.gov
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THREAT OVERVIEW  

Desktop Sharing Software 

The FBI, CISA, EPA, and MS-ISAC have observed corrupt insiders and outside cyber actors using 

desktop sharing software to victimize targets in a range of organizations, including those in the critical 

infrastructure sectors. In addition to adjusting system operations, cyber actors also use the following 

techniques:  

 Use access granted by desktop sharing software to perform fraudulent wire transfers.  

 Inject malicious code that allows the cyber actors to  

o Hide desktop sharing software windows;  

o Protect malicious files from being detected; and,  

o Control desktop sharing software startup parameters to obfuscate their activity. 

 Move laterally across a network to increase the scope of activity. 

TeamViewer, a desktop sharing software, is a legitimate popular tool that has been exploited by cyber 

actors engaged in targeted social engineering attacks, as well as large scale, indiscriminate phishing 

campaigns. Desktop sharing software can also be used by employees with vindictive and/or 

larcenous motivations against employers.  

Beyond its legitimate uses, TeamViewer allows cyber actors to exercise remote control over computer 

systems and drop files onto victim computers, making it functionally similar to Remote Access Trojans 

(RATs). TeamViewer’s legitimate use, however, makes anomalous activity less suspicious to end 

users and system administrators compared to RATs.  

Windows 7 End of Life 

On January 14, 2020, Microsoft ended support for the Windows 7 operating system, which includes 

security updates and technical support unless certain customers purchased an Extended Security 

Update (ESU) plan. The ESU plan is paid per-device and available for Windows 7 Professional and 

Enterprise versions, with an increasing price the longer a customer continues use. Microsoft will only 

offer the ESU plan until January 2023. Continued use of Windows 7 increases the risk of cyber actor 

exploitation of a computer system. 

Cyber actors continue to find entry points into legacy Windows operating systems and leverage 

Remote Desktop Protocol (RDP) exploits. Microsoft released an emergency patch for its older 

operating systems, including Windows 7, after an information security researcher discovered an RDP 

vulnerability in May 2019. Since the end of July 2019, malicious RDP activity has increased with the 

development of a working commercial exploit for the vulnerability. Cyber actors often use 

misconfigured or improperly secured RDP access controls to conduct cyber-attacks. The xDedic 

Marketplace, taken down by law enforcement in 2019, flourished by compromising RDP 

vulnerabilities around the world. 
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MITIGATIONS 

General Recommendations 

The following cyber hygiene measures may help protect against the aforementioned scheme: 

 Update to the latest version of the operating system (e.g. Windows 10). 

 Use multiple-factor authentication. 

 Use strong passwords to protect Remote Desktop Protocol (RDP) credentials.  

 Ensure anti-virus, spam filters, and firewalls are up to date, properly configured and secure. 

 Audit network configurations and isolate computer systems that cannot be updated. 

 Audit your network for systems using RDP, closing unused RDP ports, applying multiple-factor 

authentication wherever possible, and logging RDP login attempts. 

 Audit logs for all remote connection protocols. 

 Train users to identify and report attempts at social engineering. 

 Identify and suspend access of users exhibiting unusual activity. 

Water and Wastewater Systems Security Recommendations 

The following physical security measures serve as additional protective measures: 

Install independent cyber-physical safety systems. These are systems that physically prevent 

dangerous conditions from occurring if the control system is compromised by a threat actor. 

 Examples of cyber-physical safety system controls include: 

o Size of the chemical pump 

o Size of the chemical reservoir 

o Gearing on valves 

o Pressure switches, etc. 

The benefit of these types of controls in the water sector is that smaller systems, with limited 

cybersecurity capability, can assess their system from a worst-case scenario. The operators can take 

physical steps to limit the damage. If, for example, cyber actors gain control of a sodium hydroxide 

pump, they will be unable to raise the pH to dangerous levels. 

TeamViewer Software Recommendations 

For a more secured implementation of TeamViewer software: 

 Do not use unattended access features, such as “Start TeamViewer with Windows” and 

“Grant easy access.” 

 Configure TeamViewer service to “manual start,” so that the application and associated 

background services are stopped when not in use. 

 Set random passwords to generate 10-character alphanumeric passwords. 

 If using personal passwords, utilize complex rotating passwords of varying lengths. Note: 

TeamViewer allows users to change connection passwords for each new session. If an end 

user chooses this option, never save connection passwords as an option as they can be 

leveraged for persistence. 



 

  

FBI | CISA | EPA | MS-ISAC  TLP:WHITE 

 

Page 4 of 4  |  Product ID: AA21-042A 

TLP: WHITE   

 When configuring access control for a host, utilize custom settings to tier the access a remote 

party may attempt to acquire.  

 Require remote party to receive confirmation from the host to gain any access other than 

“view only.” Doing so will ensure that, if an unauthorized party is able to connect via 

TeamViewer, they will only see a locked screen and will not have keyboard control.  

 Utilize the ‘Block and Allow’ list which enables a user to control which other organizational 

users of TeamViewer may request access to the system. This list can also be used to block 

users suspected of unauthorized access. 







 2 

High-capacity throughput vaccination, available across the Commonwealth, is important to 

ensuring vaccines do not sit idle.  To avoid confusion and increase access, vaccination locations 

must be available to all residents and not narrowly restricted by geography. Currently, almost 

95% of our population lives within a 45-minute drive of a mass vaccination site or within 30 

minutes of a regional site. This is in addition to the growing number of pharmacies and other 

retail locations administering doses, currently numbered at 105. 

  

Equity 

 

In addition to increasing efficiency in administering the vaccine, the Commonwealth must ensure 

that the program is equitable and meets the needs of communities that have been most 

disproportionately impacted by COVID-19.  Utilizing the social vulnerability index as a starting 

point, the Department of Public Health has identified 20 municipalities that have had the greatest 

COVID burden and have the greatest percentage of non- white residents. These municipalities 

are: Boston; Brockton; Chelsea; Everett; Fall River; Fitchburg; Framingham; Haverhill; 

Holyoke; Lawrence; Leominster; Lowell; Lynn; Malden; Methuen; New Bedford; Randolph; 

Revere; Springfield; and Worcester.   

 

Public Health Commissioner Monica Bharel has reached out to these municipal leaders to assist 

with increasing awareness, to address vaccine hesitancy and to mitigate barriers to vaccine 

access.  These municipalities will continue to distribute vaccine at the local level, are prioritized 

for the retail pharmacy program, and are served by community health centers, hospitals and other 

health care providers administering vaccine in the community.   

 

Serving the most vulnerable 

 

The Commonwealth is fortunate that so many local public health officials want to help vaccinate 

their residents. Given the constraints on vaccine supply, the Administration is asking our local 

officials to focus efforts around outreach to vulnerable, hard to reach populations, including 

homebound seniors, individuals who participate in ‘meals on wheels’ and others who are eligible 

but not able to travel to a vaccine site. Local officials are more adept at identifying and meeting 

these high need populations and can arrange for them to be vaccinated either by the local board 

of health, connect them to community providers or refer to the State’s vaccination program for 

homebound individuals, which will launch in the coming weeks.    

 

Regional Collaboration 

 

Additionally, municipalities may propose regional collaborations that meet specific geographic 

needs identified by the state and must meet specific requirements including: 

 

• Have the capacity to vaccinate minimally 750 individuals per day, 5 days per week; 

• Serve unmet need geographically, as identified by the Department of Public Health; 

• Meet an administration rate threshold of 85% and report doses within 24 hours; 

• Serve all residents of the Commonwealth; collaborations may focus outreach efforts 

towards those who live or work in the area but must be open to all Massachusetts 

residents; and 

• Provide public links for vaccine appointments on Mass.gov/COVIDVaccine. 

https://www.mass.gov/news/baker-polito-administration-launches-targeted-outreach-initiative-in-20-hardest-hit
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Other important ways for municipalities to engage in the Commonwealth’s vaccine program 

include:   

 

• Promote vaccine acceptance by establishing COVID ambassador programs, providing 

tele-townhalls or developing messaging campaigns in multiple languages;  

• Encourage and assist residents to utilize mass vaccination sites and retail pharmacies for 

vaccination; 

• Plan, develop or coordinate vaccine programs for residents living in public and private 

low income and affordable senior housing; or 

• Identify, plan and organize vaccination of homebound residents who are unable to access 

any other vaccination program as they become eligible.  

Effective the week of March 1st, the state will no longer provide first dose vaccines for 

individual municipal clinics, except for the twenty disproportionately impacted communities and 

established and approved Regional Collaboratives. Municipalities will receive second doses to 

ensure that all residents have been fully vaccinated by individual local board of health clinics. 

 

On Friday, February 19th, at 9 am, the Department of Public Health will hold a webinar for local 

boards of health to review the opportunities to distribute vaccine as outlined above. The 

Department will answer questions and provide a specific how-to-guide for municipalities to 

reach the most vulnerable residents.   

 

This is a shared responsibility and herculean effort to offer safe and effective vaccines to 

millions of Massachusetts residents. Working together, state and local government along with 

our health care partners can meet this challenge and ensure that every Massachusetts resident 

will have the opportunity to be vaccinated.   

 

Sincerely, 

 

 

 

Marylou Sudders 

https://www.mass.gov/info-details/covid-19-vaccinations-for-senior-housing-settings


MEMORANDUM 

To:     Stephen Crane, Town Manager 
From:     Marcia Rasmussen, Director DPLM  
Re:  Update from DPLM                                   
Date:    February 17, 2021  
 
 
Natural Resources Division 

 Emerald Ash Borer is in Concord! The Land Trust has 
received confirmation from the Massachusetts Dept. of 
Agricultural Resources that the Emerald Ash Borer is in 
Concord. CLCT Staff found it in the upper Spencer Brook 
Valley last week in approximately 12 trees and Middlesex 
School reported that it is on their campus. Natural Resources 
staff will be preparing a News & Notices announcement to 
alert the public and request reports.  

 

Planning Division 

 Emerson Annex unit #5: RHSO Staff has been coordinating the potential resale of Unit #5 with the heirs 
of the property and the Dept. of Housing and Community Development to determine the resale value 
based on the deed restriction and the potential purchase price for a homeowner earning 80% of the 
Boston Area Median Income. This is one of the original (early) deeds, which needs to be updated to 
keep the unit permanently affordable. The Town has the opportunity to use affordable housing funds 
allocated at the past two town meetings to help either purchase the unit outright for eventual resale; 
use funds to make any necessary repairs/renovations and/or help buy‐down the unit so it remains on 
the State’s Subsidized Housing Inventory.  The hope is to have the Select Board hear the options and 
take a position at the next available meeting.  

 Planning Board considering waiving parking requirements for seasonal outdoor seating: Based on 
information from Town staff about discussions at the Economic Vitality Committee meeting, the 
Planning Board is reviewing a draft Zoning Bylaw Amendment to waive the parking requirement for 
seasonal outdoor seating. The Board had questions about the potential impact of this bylaw change 
and is seeking additional information from staff and from the business community in order to prepared 
for Town meeting.  

 
Health Division 

 COVID‐19 response: Health Division staff continues to focus primarily on the local response to COVID‐
19.   
 

Building Inspections Division 

 No update available. 

 

 



Executive Summary 
 

The Towns of Acton requested funding from the State 911 Department to conduct a 
Study of the Feasibility of establishing a Regional Emergency Communications Center 
(RECC) for the Towns of Acton and Concord. The State 911 Department authorized the 
Edward J. Collins Jr., Center for Public Management to conduct the Study as part of its 
inter‐governmental  services agreement  (ISA)  to aid  the State 911 Department  in  its 
PSAP regionalization and RECC Development efforts. 
 
The Methodology utilized interviews, site surveys and document research. 
 
The Findings were as follows: 
 

Acton and Concord are suited quite well to establish a Regional Emergency 
Communication Center (RECC) as they are similar in population, call volume and 
culture. Both communities, which are adjacent to each other, have high expectations 
of providing their dispatch services.  

 
Acton and Concord metrics that impact on the demand for emergency call taking and 
dispatching services are provided in the following chart.  

 

Metrics  Acton  Concord  Total 

Population 2018  23,738  19,211  42,949 

911 Calls  4,315  4.105  8,320 

Calls for Service (CFS)  35,248  34,792  70,040 

 

The  Acton  Dispatch  Center  at  the  Acton  Public  Safety  Facility  has  the  space  for  a 
redesigned dispatch floor space to accommodate eight (8) dispatch positions and one 
(1)  supervisor  position  that  would  more  than  accommodate  a  RECC  for  Acton  and 
Concord as well as a number of other communities. The new RECC hosted at the Acton 
Public Safety Facility would have access to a modern well‐planned dispatch center that 
includes an administrative office, locker space, access to a training/meeting room.  
 
The  interviews revealed  that  there was a willingness of  the public safety  leaders  to 
regionalize their dispatch services to provide for more effective 911 dispatch services. 
Interviewees felt that the key outcomes of regionalization would provide for: 
 

 Additional dispatch personnel to deal with increased surge of calls 

 Opportunities for dispatcher advancements 

 New equipment and better technology 

 Standardized dispatch protocols 

 Efficiencies through economy of scale and combined resources 

 Cost savings 

 Increased professionalism of operations and increased expectations 

 Independent dispatch department  

 



It is feasible to Regionalize Acton and Concord into a single  RECC. 

 
The  State  911  Department  is  charged  with  coordinating  and  effecting  the 
implementation  of  enhanced  911  service  and  administering  such  service  in  the 
Commonwealth. In fulfilling this responsibility, the State 911 Department provides the 
public safety answering points (PSAP) in Massachusetts that serve as the first point of 
reception  of  a  911  call  with  call  processing  equipment,  database,  network,  and 
technical support services, training for personnel handling the calls at the PSAPs, and 
with funding to support the operation of the PSAPs through the administration of an 
extensive grant program. 

 

The State 911 Department has provided their estimate for Support and Incentive Grant funds 
on a recurring basis for a RECC for the Towns of Acton and Concord. Their estimate was 
received for this study and is as follows: 

 
FY 2021‐ Acton‐Concord RECC ‐ 
December 10, 2020   
Entity  Support  RECC  Total Grant Funding 

Acton‐Concord RECC   $        140,641   $         561,224    $                        701,865 

 

 
The equipment needed to allow for this transition is an allowable cost item under the 
State 911 Department Regional Developmental Grant Program. Those  items  include 
radio equipment to allow for interoperability between Acton and Concord to allow for 
dispatching from Acton. 
     
Cost Benefit Analysis Summary 
 
The Table below documents the savings that are anticipated from the economy of scale 
of the RECC, a cost‐sharing effort between both communities, as well as a grant funding 
effort for recurring costs and a separate effort through Development Grants for capital 
costs/equipment to establish a RECC and to replace outdated equipment.  

 
 

Community 
Non-Recurring 
Capital Savings

Recurring Cost 
Savings

Total Savings 

Acton    $407,465.99    $375,054.37 $782,520.36 

Concord    $179,666.66    $415,282.63 $594,949.29 

TOTAL $     587,132.65 $     790,337.00 $1,377,469.65 
 
 

Recommendations: 

 
1. Consider  a  governance  structure  of  either  a  Hosted  RECC  in  a  separate 

department within the Acton Town Government or as a Regional Emergency 
Communications Dispatch District. The analysis of both of these options is on 



Page  17.  Both  governance  options  have  been  used  effectively  for  RECCs  in 
Massachusetts and it is up to both communities to choose which model they 
will  follow.  Prior  observation  and  research  have  shown  that  Long  term 
community ownership in the RECC is best achieved by the establishment of a 
Regional Dispatch District.    

2. Develop an outreach program to all of the communities to inform them of the 
enhanced capability of the RECC. 

3. Develop a plan to assess the administrative and security needs for the 
Concord Police and Fire Departments.; 

4. Develop uniform operational  call  taking and dispatching procedures  for  the 
RECC. Common operational policies and procedures for the RECC that meet 
the unique needs of  the disciplines of  the emergency  response agencies  to 
ensure the appropriate resources are provided at the time they are needed. 
The  dispatch  protocols  should  be  governed  by  the  appropriate  rules  and 
regulations  to  ensure  performance  standards  are  being  maintained  and 
community  needs  are  being  met.  State  911  Department  Standards,  NFPA 
1221, APCO and CALEA would provide guidance for the development of those 
documents. 560 CMR 2.00 requires that under Operational Standards (d) Call 
Handling  Coordination/Negotiations  that  Municipalities  participating  in  the 
implementation of 9‐1‐1 shall be responsible for coordinating with all public 
safety providers served by the PSAP. The new written operational policy and 
procedures become the basis for the training of dispatchers for the RECC and 
for the future accreditation of the center.  
 Seek State 911 RECC Developmental Funding to  implement  the redesign of 
the Acton dispatch center floor plan as well as the needed technology items 
including  radio  system  enhancements,  a  uniform  administrative  phone 
system,  security  systems  where  needed  and  a  regional  Computer  Aided 
Dispatch  (CAD)  and  Records  Management  Systems  (RMS)  using  the 
IMC/Tritech platform. 

5. Develop  a  Transition  Training  Plan  to  incorporate  all  elements  of  required 
dispatch training as required by State 911, CAD/RMS, Dispatch Protocols, EMD 
and community knowledge. 

6. Utilize the  insight of the dispatchers and public safety personnel to develop 
excellence  in  operational  guidelines/practices  for  the  citizens  of  both 
communities and their public safety services. 

 

 
Benefits of Regionalization 
 
Relying upon interviews that were conducted in forty‐two (42) communities in 
Massachusetts with one hundred ninety‐eight (198) Police and Fire Chiefs, their 
command personnel, town managers and dispatch personnel, the most cited benefits 
of regionalization of dispatch services were as follows: 

 
1. Standardized/use of the same dispatch protocols 
2. Resources – more dispatch personnel for major events and increased surge of 

911 calls 



3. Cost Savings, Financial Support – state contributions to center development 
and recurring costs 

4. Enhanced Mutual Aid 
5. More effective call taking and dispatching capability for the public and 

emergency response  
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Members Include 1 Long Term Strategic Plan member, 1 School Committee member, 3 residents, and 1 FinCom Liaison
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https://www.housingtoolbox.org/covid-19-resources/emergency-rental-assistance-era-program-database
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In making appointments to the Task Force, the Select Board shall endeavor to find qualified 
candidates who represent a variety of backgrounds and interests. The goal is to have a Task 
Force which has a mix of gender, age and geographic distribution from the community. 
 
D. Other Considerations 
 
The Task Force shall appoint a Chair and Vice Chair to guide its efforts and a Clerk to maintain 
the record of the Task Force. The Task Force shall establish regular meetings and shall abide 
by the Massachusetts Open Meetings Law and Town General Bylaws. 
 
The Junction Village Open Space Task Force is responsible for conducting its activities in a 
manner which is in compliance with all relevant State and local laws and regulations, including 
but not limited to, the Open Meeting Law, Public Records Law and Conflict of Interest Law. The 
Committee shall consult with the Town Manager concerning the allocation of town staff or 
financial resources toward this effort. 



























































1

Jeremy Romanul

From: tbartevyan <tbartevyan@yahoo.com>
Sent: Wednesday, February 17, 2021 12:22 AM
To: Linda Escobedo; Susan Bates; Jane Hotchkiss; Terri Ackerman; Matthew Johnson; 

Jeremy Romanul
Cc: Mark Gailus; julie rohwein; Diane Proctor
Subject: Reformatory Branch Trail and revealing video
Attachments: Correspondence with Engineer  Adrienne St. John.pdf

February 17, 2021 
 
Dear Members of the Concord Select Board: 
 
Re: The BFRTAC letter asking you to do something about the Reformatory Branch Trail, in response to 
Bedford's plans to pave its portion. 
https://concordma.gov/DocumentCenter/View/27865/Reformatory-Branch-TRAIL-Letter 
(This is the draft that was approved at the BFRTAC's February 4th 2021 meeting.) 
 
The letter states that Bedford has secured funding to pave to the Concord town line. 
This is in fact inaccurate. 
Bedford has secured funding to pave up to 800 feet short of the Concord town line because the ADA 
requirements necessitated that the paved path loops and ends on a paved sidewalk. 
What Bedford will do with the 800 feet is still under discussion. 
(See attached correspondence with Bedford Public Works Engineer Ms. St. John) 
 
As I have indicated in a different letter to which you were copied, it is also inaccurate that the public has 
been asking you for public discourse on what to do with Concord's RBT. The letters from the public are 
mostly in objection, in reaction, to BFRTAC co-Chairs requests to act. Also, the 1995 document stipulates 
that the RBT be a walking trail. 
 
 
MOST importantly, the November 4th video of the Bedford Bicycle Advisory Committee shows four 
gentlemen from Concord attending and collaborating with the Bedford Committee to make sure that by 
strategizing together, the RBT is entirely paved in both towns. These gentlemen from Concord are the two 
co-Chairs of the BFRTAC, Mr. Welch and Mr. Fahlander; Mr. Posner of the Transportation Advisory 
Committee; and Mr. Robichaud, a trail steward for the RBT, affiliated with the Trails Committee.  
 
(This is from when it was anticipated that the Concord Select Board would soon take up the matter of 
possibly expanding the BFRTAC's Charge; the Bedford Committee members are eager to present to you 
all.) 
 
PLEASE 
WATCH https://www.youtube.com/watch?v=0QS2XdZRoKs&list=PLtnwzenFQyuuXoNYzbxUVLdWL1Jv07O
Vb 
Minutes 48' to 1 hr 13'. Also the first 5 minutes, where the Chair says the people from Concord are 
there to help them. 
 
Minute 58:22 Mr. Jackson from Bedford: "We can get support in Bedford if we can promise that 
it will go into Concord." 
 
The co-Chairs of the BFRTAC have denied that paving is necessarily the goal. The video shows that it in 
fact is very much so (even though one of the gentlemen does say in passing that his personal 
preference  is not to pave.) At the end they all agree the RBT in Concord will eventually be paved 
within 10 years or so after some coaxing of the public. 
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It is also mentioned that Bedford voted to pave its portion a few years back after being wrongly told that 
Concord was going to pave its portion. 
Now the goal is to have Concord pave with pressure from Bedford.  
In fact chances are if you take any action to "respond" like the BFRTAC letter is asking you, that will be 
used to coax Bedford to pay for the last 800 feet out of pocket. (Which will again be used to coax Concord 
to pave.) 
 
Any action we take will be used to play both sides against each other to satisfy special interests. This is 
not public discourse. This is no way to be proactive. 
 
Please take no action on the BFRTAC's letter. Our trails committee does a fine job taking care of our 
trails.  
 
Also, when you discuss this issue, please allow for public comment during the discussion, before deciding 
anything. 
 
Thank you, 
Tanya B. Gailus 
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Jeremy Romanul

From: Joseph Stein <jfsteinjr@yahoo.com>
Sent: Friday, February 19, 2021 11:34 AM
To: Linda Escobedo; Susan Bates; Jane Hotchkiss; Terri Ackerman; Matthew Johnson; 

Jeremy Romanul
Subject: Reformatory Branch Trail Comment

Dear Select Board, 

I am writing as I understand the future of the Reformatory Branch Trail is currently being discussed, given Bedford's plans 
to extend the Minuteman Bikeway.  

Please be aware that there is substantial opposition to paving this trail by Concord residents.  Placing the future of this 
trail under the purview of the BFRT committee (or any other biased pro-cycling committees) would be highly irresponsible, 
as they do not represent the community voice and will advocate intensely for the trail to be paved for their own benefit. 

This trail is an absolute gem that winds through open fields, runs parallel to the Great Meadows National Wildlife Refuge, 
and abuts at least a half-dozen hiking trails.  Paving will transform a peaceful multi-use trail into a high-speed cycling 
corridor which will double the average bike speed on the trail, creating significant safety concerns -  particularly for 
younger bikers.  In 2019 alone, two helmet-wearing cyclists collided with each other on the Minuteman Bikeway in 
Lexington resulting in a fatality.  The same thing will happen here.  Maintaining the RBT as a natural path forces cyclists to 
reduce speed and reduces overall cyclist volume - enhancing the overall experience for all.   

Keep in mind that most users of the trail are in fact NOT cyclists - they are dog walkers, pedestrians, bird watchers, hikers 
- all of whom demand that it remain a natural path.  There are plenty of examples of successful stone dust multi-use 
pathways throughout the country and Concord as well (Minuteman National Park, Thoreau St sidewalks, etc.).  

It also goes without saying that paving will dramatically increase overall pedestrian traffic in and around the GMNWR 
area, creating unsustainable and potentially irreversible environmental impacts in this sensitive area.  Abutting hiking trail 
systems will become overrun and abused.  Trash will become an issue.  Turtle migratory patterns may be impacted.  And 
it will add to the already substantial tree loss experienced with the development of the BFRT through West Concord.  In 
short, it is a bad idea. 

The statement by the BFRT committee that "something must be done" to address future cyclist traffic from Bedford is 
false.  It is a tactic to add unnecessary pressure to decision makers.  Nothing needs to be done.   As a town, we have a 
long history of taking our time, involving the community, and doing what is right.  We must employ the same restraint 
here.  

Phil Posner of the BFRT committee is an outspoken advocate of paving this trail, and has an association with the 
Monsters in the Basement - a cycling group in Concord.  As a member for almost ten years, I can assure you that his 
views do not at all reflect the Monster community.  

This trail has been cherished by the community and town visitors for over 50 years.  While some improvements may be 
necessary to accommodate future traffic increases, including widening in some areas, the trail should absolutely be 
maintained as a natural path for ALL to enjoy, not just a cyclist subset.  

I urge common sense by the Select Board, and demand fair and open dialog among the Concord community before any 
action is proposed. 

Regards, 

Joseph Stein & Amanda Patrick 

21 Thoreau St 
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